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2023F2BICT AR ATEFINFERUIZEH X  The Cyber Defense Assistance
Imperative: Lessons from Ukraine(B4(/\—B5EIZIBOWAEIE: D51 FH5B0
G 1L TR BRI I54F OB AN -B5EZEDLITIBUIN. ZOFZEICD
WTERL., 20J0EANS/SNEEERHENZEEHLTVET, O 7RO/ L=
E. BILRINIR=F2 R, ERERPSTTIIEE. JIEDREDMBIF R R NFEN, G4/
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t https://www.aspeninstitute.org/wp-content/uploads/2023/02/Aspen-Digital The-Cyber-
Defense-Assistance-Imperative-Lessons-from-Ukraine.pdf

2 https://www.state.gov/united-states-international-cyberspace-and-digital-policy-
strategy/#cyber-attacks
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¢ https://therecord.media/russians-infiltrated-kyivstar-months-before

“ The Kyivstar hack is a sophisticated cyberattack, allegedly conducted by Russian state-
controlled hacker group Sandworm, against Ukraine’s internet infrastructure which
resulted in disruption to communications, networks, and connectivity.

° https://cip.gov.ua/en/news/cyber-operations-rf-h1-2024-report

¢ https://www.csoonline.com/article/3629407/russia-fires-its-biggest-cyberweapon-against-
ukraine.html

7 https://cip.gov.ua/ua/news/kiberoperaciyi-rf-novi-cili-instrumenti-ta-grupi-analitika-
khakerskikh-atak-proti-ukrayini-za-2-pivrichchya-2023-roku%E2%80%8B

¢ https://cyberscoop.com/russian-military-intelligence-may-have-deployed-wiper-against-
multiple-ukrainian-isps/

° https://thehill.com/policy/international/4484030-russian-hackers-attack-ukrainian-media-
outlets/

 https://www.atlanticcouncil.org/in-depth-research-reports/report/undermining-ukraine-
how-russia-widened-its-global-information-war-in-2023/

1 https://cip.gov.ua/en/news/cyber-operations-rf-h1-2024-report

2 https://therecord.media/ukraine-cyberattacks-aiding-ground-war-russia
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3 https://therecord.media/russian-court-websites-down-attack-claimed-pro-ukraine-group
4 https://crdfglobal-cdac.org/

5 https://www.state.gov/proceedings-of-the-2023-u-s-ukraine-cyber-

dialogue/#:~:text=As%20part%200f%20this%20support,over%20%24120%20m

illion%20 since%202016. The source has been archived, current as of Jan 22.

2025, but was available in August 2024.
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% https://therecord.media/us-cyber-ambassador-fick-cyber-aid-to-ukraine-kyiv

7 https://lwww.pewresearch.org/global/2024/05/08/growing-partisan-divisions-over-nato-
and-ukraine/

# https://www.gov.uk/government/news/uk-to-give-ukraine-major-boost-to-mount-
counteroffensive

19 https://www.state.gov/formalization-of-the-tallinn-mechanism-to-coordinate-civilian-cyber-
assistance-to-ukraine/

20 https://lvm.ee/en/news/joint-statement-tallinn-mechanism
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2 https://kyivindependent.com/it-coalition-members-sign-cooperation-agreement-in-
support-of-ukraine/

22 https://www.mil.gov.ua/en/news/2024/05/31/the-it-coalition-led/

22 CDAC internal tracker current as of October 23, 2024.

% https://blogs.microsoft.com/on-the-issues/2022/11/03/our-tech-support-ukraine/

 https://blog.cloudflare.com/ukraine-update
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2 https://www.sans.org/blog/ukraine-russia-conflict-cyber-resource-center/
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